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DEEP SLEEP IN AN RFID TAG 

Background 

[0001] The present application describes systems and 
techniques relating to radio frequency identification (RFID) 
tag design and use, for example, an RFID chip design for use in 
tag communication and management. 

[0002] Traditional passive RFID tags frequently include some 
form of deactivation capability. Such capability can be of use 
when reading a large number of passive RFID tags in a field. 
After a particular tag has been read, that tag can be 
deactivated to prevent the tag from being read again, while the 
tag remains supplied with power. 

[0003] Traditional tag deactivation capabilities provide a 
non- responsive state for the chip in the tag. The 
non- responsive state can be dependent on supplied power, such 
as from a reader or a charge storage device built into the tag 
(e.g., a large capacitor attached in parallel with the chip's 
voltage rail so that the chip does not lose power when 
temporarily removed from the RF field) . The non- responsive 
state can be independent of supplied power, such as a state 
that blocks the input or the output of the chip using an 
internal clock that doesn't require maintaining normal power 
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levels in the chip (e.g., a series switch activated in response 
to a "Cloak" logic command) . 

[0004] When the input is blocked using the Cloak technique, 
the front end of the chip is effectively disconnected such that 
incoming signals cannot be recognized in the chip, and the chip 
cannot respond to any commands from a reader. As described in 
U.S. Patent No. 5,963,144, a series switch can be activated to 
disconnect an antenna of a passive RFID tag for a period 
determined by a charged resistor-capacitor (RC) circuit. When 
the output is blocked using the "Mute" technique, the chip 
continues listening and responding to commands from a reader, 
but cannot communicate the responses due to the blocked output. 

As described in U.S. Patent Application Publication No. 
2002/0097143 Al , an AND gate can be used to couple a Cloak bar 
node and an Output node such that no signal can be 
backscattered from the passive RFID tag when the tag is Muted. 

Summary 

[0005] The present disclosure includes systems and 
techniques relating to radio frequency identification tags 
including a non-responsive state, which is independent of 
supplied power, initiated in conjunction with a tag 
communications reset. According to an aspect, a passive radio 
frequency identification tag includes an antenna, a radio 
frequency interface coupled with the antenna, and control logic 
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that initiates a deep sleep state in response an event, the 
deep sleep state including a non- responsive state that is 
independent of supplied power, and the control logic providing 
a following state entered upon conclusion of the non-responsive 
state, where communications initiate from the following state. 
[0006] Using the systems and techniques described, passive 
RFID tags can be placed in a deactivated state of deep sleep, 
where the tag remains in deep sleep even if it falls out of, 
and then re-enters the RF field supplying the tag with power. 
The deep sleep state prevents the tag from timing out of its 
deactivated state and unexpectedly jumping into the middle of 
current tag-reader communications. This provides significant 
flexibility and control in designing RFID chip communication 
and management protocols. 

[0007] Moreover, the tag may allow the deep sleep state to 
be concluded by a command received from a reader, providing 
additional flexibility. In reader systems designed to read 
many tags quickly, the deep sleep state may prevent a tag from 
being read multiple times unnecessarily. Reducing repetitive 
reading of tags may significantly increase a reader system's 
efficiency. Moreover, the present systems and techniques may 
result in reduced tag manufacturing costs. 

[0008] Details of one or more implementations are set forth 
in the accompanying drawings and the description below. Other 
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features and advantages may be apparent from the description 
and drawings, and from the claims. 

Drawing Descriptions 
[0009] FIG. 1 illustrates, in block diagram form, a passive 
RFID tag that employs a deep sleep state. 

[0010] FIG. 2 illustrates, in block diagram form, a HF tag 
reader system and multiple HF passive RFID tags employing a 
deep sleep capability. 

[0011] FIG. 3 is a state diagram illustrating modes of 
operation, including a deep sleep mode, as can be implemented 
in control logic of a passive RFID tag. 

[0012] FIG. 4 is a state diagram illustrating additional 
modes of operation, including a deep sleep mode, as can be 
implemented in control logic of a passive RFID tag. 

[0013] FIG. 5 is a state diagram illustrating a variation of 
the modes of operation illustrated in FIG. 4. 

[0014] FIG. 6 is a state diagram illustrating another 
variation of the modes of operation illustrated in FIG. 4. 

[0015] FIG. 7 is a circuit diagram illustrating an example 
circuit that can be used in implementing a deep sleep mode in a 
passive RFID tag. 

[0016] Details of one or more embodiments are set forth in 
the accompanying drawings and the description below. Other 
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features and advantages may be apparent from the description 
and drawings, and from the claims. 

Detailed Description 
[0017] FIG. 1 illustrates, in block diagram form, a passive 
RFID tag 100 that employs a deep sleep state. The tag 100 can 
include an antenna 110, a radio frequency (RF) interface 120, 
and control logic 130. The tag 100 can also include a memory 
140. 

[0018] The tag 100 can obtain its power from an inductive 
coupling of the tag to energy circulating around a reader coil 
when designed to operate in a low frequency (LF) band (e.g., 
13.56 MHz). Alternatively, the tag 100 can use radiative 
coupling, such as in ultra-high frequency (UHF) and microwave 
RFID systems . 

[0019] The RF interface 120, the control logic 130 and the 
memory 140 can be combined in a single integrated circuit (IC) , 
such as a low-power complementary metal oxide semiconductor 

(CMOS) IC. The RF interface 120 can be an analog portion of 
the IC, and the control logic 13 0 and the memory 140 can be a 
digital portion of the IC. The memory 140 can be a non- 
volatile read-write memory, such as an electrically erasable 
programmable read only memory (EEPROM) . 

[0020] The IC can also include an antenna tuning capacitor 
and an RF-to-DC rectifier system designed for the antenna 110, 
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which is the coupling element for the tag 100. The antenna 110 
can enable the passive RFID tag to obtain power to energize and 
active the tag's chip. The antenna 110 can have many different 
shapes and sizes, depending on the type of RFID coupling system 
being employed. 

[0021] The control logic 130 can include both digital 
control and data modulation circuits. The control logic 130 
can initiate a deep sleep state in response to an event, such 
as a received deep sleep command or a last command in a 
sequence of associated commands. The deep sleep state can 
include a non- responsive state that is independent of supplied 
power. The non-responsive state can be implemented using the 
control logic 130 and/or the RF interface 120. 
[0022] The control logic 130 provides a following state 
entered upon conclusion of the non- responsive state, where 
communications initiate from the following state. The 
following state can be an initial communication state, an 
isolate state, or the non -responsive state reinitiated, as 
described further below. Moreover, the non-responsive state 
can be implemented such that the non-responsive state can be 
concluded by cessation of an internal timer (e.g., the natural 
voltage decay of a charged RC circuit within the IC) or by 
receipt of a command, such as a full wake command received from 
a reader. 
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[0023] The control logic 13 0 can thus ensure that, once the 
tag is placed in deep sleep, the tag does not wake up in the 
middle of a sequence of commands and jump into communications 
currently occurring between other tags and a reader. The 
control logic 130 can require the tag 100 to go to the 
beginning of a command structure as part of entering the deep 
sleep state. Thus, while the tag 100 can continue to listen 
for a wake command, the tag 100 can ignore other commands that 
are not intended for the tag in deep sleep. 

[0024] When the tag 100 is instructed to sleep, the tag can 
be placed in a deep sleep mode and held in that state until one 
of two conditions is met: (1) a specific command is received to 
awaken the tag, or (2) the internal timer runs out. When the 
tag 100 awakens from the deep sleep state, the tag can then 
respond to additional commands from a reader. Thus, the tag 
100 can be deactivated using a non- responsive state that is 
independent of supplied power; this non- responsive state can be 
maintained even if the tag falls out of the RF field for a 
period of time, without requiring the tag 100 to maintain a 
capacitative power source in the tag. 

[0025] While the tag 100 is in this non-responsive state, 
the control logic 130 can still recognize a command to activate 
the tag 100 and wake up from the deep sleep state. When the tag 
100 wakes up, either due to a received command or due to 
internal cessation, the tag can be prevented from jumping into 
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the middle of current tag-reader communications. By preventing 
the tag 100 from becoming active in the middle of 
communications between the reader and other tags, the deep 
sleep state can be used in passive RFID communication and 
management protocol (s) to reduce interference among tags being 
read and increase the efficiency of a tag reader system. 
[0026] FIG. 2 illustrates, in block diagram form, a HF tag 
reader system 200 and multiple HF passive RFID tags 230 
employing a deep sleep capability. The reader system 200 can 
include a reader 210 and multiple reader antennas 220. The 
reader 210 can include an RF transceiver module, signal 
processor, and controller unit. Additionally, the system 200 
can include a host system (not shown) to which the reader 210 
can be communicatively coupled to relay data relating to the 
tags 230. 

[0027] The reader antennas 220 can produce partially 
overlapping fields and can be multiplexed by the reader 210 to 
read all the HF passive RFID tags 230. In general, the reader 
system 200 can be designed to provide at least one reader 
antenna at about forty five to ninety degrees to each tag in a 
group of randomly oriented tags. Once a tag is read by the 
system 2 00, such as by using a binary search protocol to 
identify the tag, that tag can be turned off temporarily by 
placing the tag in the deep sleep state. The deep sleep state 
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can reset the chip in the tag with the exception of the command 
structure looking for a full wake command. 

[0028] Thus, a passive RFID tag placed in the deep sleep 
state can remain in its inactive state even if the tag 
temporarily falls out of a field providing the tag's power, the 
tag can be brought out of the deep sleep state by issuing an 
appropriate wake command, and the tag can ignore all other 
commands while it remains in the deep sleep state. This deep 
sleep state provides significant flexibility in how the reader 
210 communicates and manages the tags 230. 

[0029] When a tag is placed in the deep sleep state, the 
reader 210 can proceed with communicating with the remaining 
tags without the risk that the tag in deep sleep will wake up 
in the middle of a sequence of commands and unexpectedly jump 
into the middle of current tag-reader communications. The tags 
230 can be designed such that they communicate with the reader 
210 only if they come in at the beginning of a command 
structure. Moreover, multiple sleep states can be employed, 
such as described below, to provide still further flexibility 
in tag communication and control. 

[0030] FIG. 3 is a state diagram 300 illustrating modes of 
operation, including a deep sleep mode, as can be implemented 
in control logic of a passive RFID tag. Multiple communication 
states 320, 322, 324 can allow response to a sequence of 
associated commands when receipt of the command sequence begins 
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in an initial communication state 320. A command received in a 
communication state can result in a transition to a new 
communication state and/or in a possible response being 
generated. For example, the command sequence can be a portion 
of a binary search protocol, where tags in a field are 
iteratively queried as to whether they have an internal 
identifier with particular values in specific bit locations, 
and the tags respond accordingly. 

[0031] A deep sleep state 340 can be initiated from any of 
these communication states in response to receipt of a deep 
sleep command and/or automatically, such as at the end of a 
command sequence. The deep sleep state 340 can be a 
non- responsive state that is independent of supplied power, and 
the control logic can provide a following state entered upon 
conclusion of the non- responsive state, where this following 
state is the initial communication state 320. The 
non -responsive state, and thus the deep sleep state 340, can be 
concluded in response to receipt of a wake command or internal 
cessation of the non -responsive state. The wake command can be 
specific to an identified tag or can be a universal wake 
command applicable to multiple tags. 

[0032] When the deep sleep state 340 concludes, and the 
initial communication state 320 is entered, any received 
commands that are not a beginning command in a command 
sequence, and thus relate to tags that are currently in a 
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higher communication state 322-324, can be ignored by the tag. 

Because the tag has just left the deep sleep state 340, the 
tag can remain in the initial communication state 320 until it 
receives the beginning command in a full command sequence. 
[0033] FIG. 4 is a state diagram 400 illustrating additional 
modes of operation, including a deep sleep mode, as can be 
implemented in control logic of a passive RFID tag. A sleep 
state 410 can be entered by the tag when it is first powered up 
by a RF field. This sleep state 410 causes the tag to wait for 
a recognized command from a reader before entering a 
communication state 420. Such recognized commands can be a 
partial wake command, a full wake command, and/or a beginning 
command in a full command sequence. Thus, the communication 
state 420 can have multiple separate communications states as 
described above in connection with FIG. 3, and/or the sleep 
state 410 can be considered the initial communication state 
described above . 

[0034] A tag can enter an isolate state 430, where the tag 
is isolated in the field, in response to an isolate command 
received from a reader and/or automatically, such as at the end 
of a command sequence. The tag can be removed from the isolate 
state 430 and put back in the communication state 420 in 
response to a partial wake command, a full wake command, and/or 
a beginning command in a full command sequence. The sleep and 
isolate states 410, 430 can be dependent upon supplied power, 



11 



Patent 

Attorney Docket No: 16165-005001 



and the sleep and isolate states 410, 430 can correspond to the 
same state in the control logic, or they can correspond to 
distinct control logic states, depending on the implementation. 
[0035] A deep sleep state 440 can be implemented as 
described above, with the addition that the deep sleep state 
440 can be concluded by receipt of a full wake command. The 
full wake command can be distinguished from the partial wake 
command by the tag, and the full wake command can be specific 
to an identified tag or can be a universal full wake command 
applicable to multiple tags. Thus, for example, the partial 
wake command can cause all tags in a field that are in either 
the sleep or isolate states 410, 430 to become active again, 
and the full wake command can cause all tags in the field that 
are in either the sleep, isolate or deep sleep states 410, 430, 
440 to become active again. 

[0036] Other alternative functional combinations of the 
partial and full wake commands are also possible. The partial 
wake command can cause all tags in a field that are in the 
sleep state 410 to become active again, and the full wake 
command can cause all tags in the field that are in either the 
sleep, isolate or deep sleep states 410, 430, 440 to become 
active again. The partial wake command can cause all tags in a 
field that are in the sleep state 410 to become active again, 
and the full wake command can cause all tags in the field that 
are in either the sleep or deep sleep states 410, 440 to become 
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active again. The partial wake command can cause all tags in a 
field that are in either the sleep or isolate states 410, 430 
to become active again, and the full wake command can cause all 
tags in the field that are in either the sleep or deep sleep 
states 410, 440 to become active again. In implementations 
where the isolate state is not affected by the full wake 
command and/or the partial wake command, another command can be 
used to conclude the isolate state, or no such command may be 
provided (e.g., when the isolate state only concludes upon the 
tag falling out of the field) . 

[0037] FIG. 5 is a state diagram 500 illustrating a 
variation of the modes of operation illustrated in FIG. 4. In 
this variation, the following state can be the isolate state, 
and thus internal cessation of the non-responsive state can 
cause a transition from the deep sleep state to the isolate 
state. FIG. 6 is a state diagram illustrating another 
variation of the modes of operation illustrated in FIG. 4. In 
this variation, the following state can be the non- responsive 
state reinitiated, and thus internal cessation of the 
non- responsive state can cause a transition from the deep sleep 
state back to itself. Other variations of the modes of 
operation described herein are also possible. 

[0038] FIG. 7 is a circuit diagram illustrating an example 
circuit 700 that can be used in implementing a deep sleep mode 
in a passive RFID tag. The circuit 700 includes a voltage rail 
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(VR) line, a ground (GND) line, an output (OUT) line, a 
capacitor CI, a load device LI, and four transistors Nl, PI, 
P2, P3 . During normal operation of the tag, the transistors 
PI, P3 are off and the common node between the transistors is 
pulled high so that the output is low. To activate deep sleep, 
PI can be turned on causing the common node to be pulled low 
and the output to go high. Over time, the capacitor CI 
discharges through the load device LI and eventually, the 
output goes low again. To terminate deep sleep, P3 can be 
turned on, resetting the circuit 700 to its initial state. 
[003 9] The load device LI can reduce the risk of premature 
triggering of the circuit 700, such as may happen if the 
leakage of PI is greater than the leakage of P3 . In addition, 
CI and LI can be selected such that, once deep sleep has been 
activated, the chances of the circuit 700 not coming back out 
of the deep sleep state are reduced while power is being 
supplied. 

[0040] PI is attached to GND, in contrast with traditional 
CMOS logic in which the P channel device is typically attached 
to the positive voltage rail and the N channel device to 
ground. Once deep sleep is activated, a voltage is built up 
across the capacitor CI. If power to the chip is subsequently 
lost and VR drops to 0 volts, the bottom node of the capacitor 
should go below ground. The drain of an N channel device may 
then become a forward biased diode causing the capacitor CI to 
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discharge. Thus, when power is reapplied, the circuit may 
be in the deep sleep state. Connecting the PI transistor I 
ground as shown in the circuit 700 can prevent this from 
happening . 

[0041] Other embodiments may be within the scope of the 
following claims. 
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